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7 OpenClaw iR & & #, 5H 37 77 GitHub Stars B #5| AxH#, 2HE
BARTHL 2448, &% 2026 55 A 11 H, OpenClaw GitHub & 2t # &
B S3SAReNE, ERBTRMEFATEEG L. X ENRBEE —F L.
7 OpenClaw Z gt H# FH M E BT, HFBENRATHERRELRR, KEHNEZAL
fe Bt 2 /] P AR

3-1 OpenClaw £ 75L& R EE KL E

METEEERNE, Tz NBWEELENHARH pRES ., EAH9EF
B, 2aNEREZU R ARMNTERAN; AMHAN20205F—F G, KL
FERLXCRAZBAZHHNAANU L., XM HRAFWEL, HREREHAET Y
WAESTLRFE ‘AT RELATZ2AR WITRM W, BANGGHERE
xR ZeNE, RAEET Ha™RE R FHERE,



EEEEEEEEEEEEEEEEEEEEEEEEEEEE

3.1 RAMRAE

AT EHFBEMREZLANERTRBORARESRET &, F46
OpenClaw #91% /G 3B AT A BEAT 9 AT o 1 5 — LA F IR 42 8 1 1H 3 2 19 Al
Agent P %, OpenClaw 8735 1B (K 8 T = ANE B 1 & 0 ZE 3 4

A T HZ (Tool Calling Layer) : 1 5t & A48 A 5 5 5 58 44, 3¢ A ¥ IR
WEREE, BEXHRE. @ATHT. MEE K. REFERESE. Z
BHEMEBREREES, QAP BRILREEE S0 HFRZBERREE.

W% &E#EE (Network Layer) : 3% Agent 5 7305 504 W #0482 #,
—FE, Agent FEEFIMBMN T . HASEH AP, TEKE; 7—FH @, R4
X AE A % FE HTTP fR 4. WebSocket # # . RPC 3 0 LB AN EIE K. 1% B 20
FHFEAD A EEH O TR,

REZNQE (Control Plane) : VAR EEZHA N+, ¥ HRKIESHLH
MAEHSF TR RAETEIAT. ZEFEFSBEUOER L RN P #EA.
MRAE. TERR , SJ#RIEARETGE, RRIBLTEAR,

X = BEMHRE ¥ A E T OpenClaw B9 % 4 I #1 T 84K # e oL, 2
AR E AN EDRGEERR: MELF GEARBEARMBRS) . W&
R CHEFET A FHAEE) . FATAR (ERRBELTEDERE) UR
FEHAF CARIFAAHERIE) . BRABALT, XMEAFNEEHHE, BN
RIE: MER F ARG E#H, WELFE DI ERET, FATLREEH
HFRFAEREIEN, BHLFARNEN=ZERTF, BORRMTITHBF,
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32 A REK

RERMEIT AL R FWHEHIER, {24 OpenClaw By LR R LI 5 &
RIETAEF, ERBBWPRGHER N EEEUER, K- BRI EEL
ARMAFIT D, FRETERREMA R BT AR T ERE, KTH
HEZANETHENERAMATREEEL R, B— A MERHHLR LH
ERERNELIRE,

321 RE#F: FBENEERAK G B

W F A2 IR EHIN “BEZARNEGERL” . A TERSHALHK
%K, OpenClaw Bt 7T NREBAE £ REEWERMRKR, FITHT &M
CLI, WebUL, API AR % £ fi7Hd#E, BARLST, F—MFEADHEE
X BN T RARA I, AT ™ 4 B9 AL 3 15 ]

1-Click RCE via Authentication Token Exfiltration
From gatewayUrl

‘@‘ steipete published GHSA-g8p2-7wf7-98mq on Jan 31

Package Affected versions Patched versions Severity

@ clawdbot (npm) <=v2026.1.28 v2026.1.29 (High) 8.8/ 10

CVSS v3 base metrics

Description Attack vector Network
Attack complexity Low

SU mmary Privileges required None
User interaction Required

The Control Ul trusts gatewayUrl from the query string without validation and auto-connects on Scope Unchanged
load, sending the stored gateway token in the WebSocket connect payload. Confidentiality High
Clicking a crafted link or visiting a malicious site can send the token to an attacker-controlled Integrity High
server. The attacker can then connect to the victim's local gateway, modify config (sandbox, tool Availability High

policies), and invoke privileged actions, achieving 1-click RCE. This vulnerability is exploitable
even on instances configured to listen on loopback only, since the victim's browser initiates the

outbound connection. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:
H/IH/AH

Learn more about base metrics

3-2 &id gatewayUr | SEid AL RTRIR
AT, ZeNEHELT, L5 EH K IKFEAE OpenClaw %&£ /4 F
SWERE. EREAT, ZERREBEGELALANTFREERXEME, 25
RS E AR T X, S # 7 # 3 AR AE O . WebSocket & 175
T, BFFeRIIAAFERE, URKAARRE LT L, ZhFESEERY
AL &
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322 ME&RF: REFERESRETLE
WRFINELFREEWNRITEEK, WEAREENNE “HFESEZEN L

FEmE” o fEA—/NFERX E H Agent, OpenClaw 8% Z £ 3 4Bk (A3l BUR T

R % =7 APD DIRE BT X, SUSRH AR 4 W LR A3 45 4

SSRF via Unguarded Configured Base URLs in
Multiple Channel Extensions (Incomplete Fix for
CVE-2026-28476)
( E‘,‘ steipete published GHSA-rhfg-j8jq-7v2h on Mar 27
Package Affected versions Patched versions Severity
@ openclaw (npm) <= 2026.3.24 2026.3.25 (Higt
CVEID
Description -
Summary Weaknesses
» CWE-918
SSRF via Unguarded Configured Base URLs in Multiple Channel Extensions (Incomplete Fix for
CVE-2026-28476)
Credits
Affected Packages / Versions @ YiChen-007 Reporter
* Package: openclaw
* Affected versions: <= 2026,3.24

[E] 3-3 SSRF REEM 1A A TmiE

A CRFEANSHBR” § UG EFFET” ZEWFRFR, FEME
G F LA THEM, SSRF (R4 &mig kihiE) . R FWNEE
Ko R EHH . EAFREZ, —EMENIIELFFEKRREX, OpenClaw
PE R 5RO SNE VRS I T AR E 4 o A PRI G A 1 F E kAR T A e,
MEARGTEAFEZLAENENAANECERE, MTREZ AN RARTEY K
H A
323 IATRR: A URBEEVAFE

PATH R A TR “ERRBEAMEREZEET FWESE” . OpenClaw
IR ERT T Agent s R AR EHRE A, X0 R G L TR B 46 AL
] SR IR B BT e o XA R T AT U R ATy skik: BRE LIRE AR
RAEMZCRE S, XEREIEHILTEE,
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Pairing-scoped device tokens could mint
‘operator.admin’ and reach node RCE

e N
( Critical ) steipete published GHSA-4jpw-hj22-2xmc on Mar 13

Package Affected versions Patched versions Severity

[ openclaw (npm) <=2026.3.8 2026.3.11 (Critical) 9.9/ 10

CVSS v3 base metrics

Description Attack vector Network

Attack complexity Low
Summary Privileges required Low

User interaction None
In affected versions of openclaw, a caller holding only operator.pairing could use Scope Changed
device.token.rotate to mint a new token with broader scopes for an already paired device. If Confidentiality High
the target device was approved for operator.admin , the attacker could obtain an administrative T Hiah

. . ntegrity 19

token without already holding administrative scope.

Availability High

Learn more about base metrics
Impact

CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:C/C:

This is a critical authorization flaw. On deployments with connected node hosts or companion H/H/AH

[l 3-4 {EALBR A SRR

LR EAM F, OpenClaw B9 T E I F 2 14 Agent RIETFFRKE A K
SNEREIFATRR 7. W B, MAMESR T ERBIEATH . AT, DAL
1 2 A DR AFAE: Docker 2 % L% B . 48 £ M elevated AT, A
BT ERGENR=IEA T, RS E/RE/EZTHTHET SR, TRARE
BB Z A Z G — Wi R AL, F B ] LU BB R (8] R o Rk
"

GhNE RN EH 4k % (Sandbox Escape) . AMIE A (Privilege
Escalation) DK 3 3% T H 5 BF 8 S2 L0 (8] 8 4 4 AT 5 [ BLLBA, RE Agent
T R&JATRE G AWAR, AT ERNERIETHENTRE XY,
SWBEH GO R, BT EEA MY R TR = HA
324 BHBR: BATESESH%

EHAFHEFRAR AN CREIHER” « ZAFLAHARIEA
EEfE. RERIABTFTH PR, MHEERAHATER

R, HEGHKE#HFSRBREHATEZTE, OpenClaw #IAT A #h1E
RERBAEEHRAS L RERNEARTERE A —TAT, “KENEA.
AR, MRAGREE. BLEW Skills, TARELETIE X HTHE, &
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" 1E A Prompt B4 K H 0 HE D HER AR, IMHTHAWBARATRAS
RATERIHENRE L ERERERRHE, o, FAY & Agent 887781 %
AL, Skill WH M2 A TERRARIEFR RN LA, 4F 2 A X EH Claw
Havoc AME RN SR EFFHER EE AT X —FREMHE Z A T4k
Agent WX &2+

TANEPY R AER T EN (Prompt Injection) K & 1E 75 2K, &
R —AEHREMORETE: BELHEREREZ BN\ UEFZTRAEN, XEH
RE-—FRABLWENZ L., ARTFALWRLFREABARGG, Agent
BRI ERERS 8 AKX AR 20 AKX G RAS. ZE# R FELT R
ANETX, e “HHH” % Agent WHFATE 4, BEFFRENWE LM%
F& % 7 &V Bl

pnpm dIx approvals did not bind local script
operands

("High ) steipete published GHSA-w6wx-jq6j-6mcj on Apr 3

Package Affected versions Patched versions Severity
[0 openclaw (npm) <= 2026.4.1 >=2026.4.2 (High)
CVEID
Description -
Summary Weaknesses
» CWE-863

Before OpenClaw 2026.4.2, pnpm dlx approval planning did not bind local script operands the
same way as related pnpm exec flows. A local script approved through a pnpm dlx path could
be replaced before execution without invalidating the approval. Credits

‘ Kazamayc Reporter

Impact

An operator could approve a benign local script and then execute modified script contents

through the still-valid approval plan. This was an approval-integrity bug in the node-host
mmand._nlannina nat h

3-5 EHIRMSET R
ZERE LT AIFF E 360 KRZEL & XI5 E A B E T oA
Ik, B RERE% Rk B AT OpenClaw B B9 AR, A BMEAMARR, H
A H 55 IR AT R ANAZHE . X OpenClaw A 3 i A< 1y & 1 5 AT AR $H AT
MG, BRELXARTRE T MANF R, TANHAANEZEHER
HATREERIL. REFAANA LG, EHAELFHETEERRG, #HM
B L AT R ERE, SAERTGIH. XHEREZBNHE.
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3.3 /NEE
44 L ® A, OpenClaw MZALHETWATE “HAT KEETFHR
WE” HRAE. BEKA AR 535 A% A NS, TR T B R T H AT

AR, EREHERE R E LA R AR R SRR

BRI PR T MR L RERR” 0 . W&, AT, EFE
EAF®EREe AR, EME—EENGFHRI AT P RRANEBAE.
RARETRMELRE, ERT A2 LT T R LUAR A LR
Za A, EAHRTH P Z, K& OpenClaw 1E 42O ARZE EH T Z & H,
KR A RMGRIGIEE N — M ENZ LGS, T BEHEENTHESEL,
TwRBLRGEALRRF, LEH#ITEH, Claw EXWTEF BHEIEE
fRERBAGY MR GENL,
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0. ZRIFRFHZLFER

BANL BEEEHEEEM TN EK. OpenClaw & B &5 AW R A 8 77,
BREXAMEER —ERZARRET RERKZ T N TILE S SR~ bk
FEZE| AlAgent #RWEF, AL BAFLH G HLHIAT Rk HE, HBELT
Jr 46 BI F #9 2K Claw 7 & .

R, XHBELREHEAR “Bof” WAHRM, bELEFBETARE
MAGAR., YPFREREFLNBA T HT 0L T CEERE, 204
FEMETRHEET R, EEFIM AR ELETENMELSH, BRIIFE
B IR A EG IRk : —HE, B OpenClaw B TF % R 2 4o 78 7~ %0 T o LR
T“RemE"H; B—FE, RAFINXLEEZWAME KT LHRGHESL
AR, B, RATER K Lo P S B 89 HL5E B
4.1 L L: “Vibe Coding” ¥ BEHEFRMH

OpenClaw B FF & & £ K ENF R F Ror, MENGEEREERSET
“Vibe Coding” — Bl iy AR S B £ £ £ B R A B9 R G R . XX E
WMAMBHT £EFAWER, W2 TTARNTLEHGRE., La Al £ £ &K
WEt, EROKERESWEWMIL A (LR REEHAN) , MM
KETERE,

EFREAEE, FREREGEN—F 5 LWRHE: Agent & — TR
B EEE NN H P RRORAFFERTGREE; MREHZLME, H2
—WEAN., ErFEEUEs KA HEIR. £t tn=aRm T,
AU HERTMAMEET . YXENEE AN “BARTE” BEETRE £ 8 &
AR EE B, HREEMRAN ZHRERHEK,

42 ZRF XA SR

55 T 50AN B MIT JHIR Y, TT & % B 95 2 A 2 T OpenClaw # 4T — K I & .

SR, R ZEH S0 KB, BENR AR B4 IERE R E

14
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Mah, REBRAFERNGYT HAE—RFE, BENTE LS KBETES R
HEA, KALAEN1LRKA “LL OpenClaw K 0IEAT A, SME & v = &
Foae” BORM ., XA ERTAMRT R ERIR: —HE, TE£~ &L
ey g LirMEN I EReM; F—HH, AERERMTEFTIIAW
ek, EERZ PENEAFIT, NTFAET NS EHE,

X, 360 WEESBAE RERIAL T BAWISNEEA . &8N EHT MRS
AT (SCA) 57 IR E et , %8 BE 4R B 45 /& € (o L35 3% B WY K6 B IR R
Flat, REATEABFERMNZ L ERmRE, & hb Ko HRIT Ak
REFWBERE, TXREEERENARER, dxHMHRARYEAEIR
FFFENEI .

(1D Ptk BAERKTHIRAZSR

XERENORRENBNEHEER. AT ERTEORE, HOTES R
#®#HEK OpenClaw W CHM U — #H WA BB O HCEQF EXHFTET,
OpenClaw HJ B &8t [a 2 W& AT B 2 £ T 7 & . %4 OpenClaw T H 1 #L &
A FEAE, THTAZEEHZ R L RE, 5 B4R L4 % OpenClaw
HABE. RAELBTRHRAAAT G, BEH—REKHTE. MR 5%
R, FEER—KIREGE ., EXAANT B A Z BEZATH Claw &, &
RTZR 8RR A
£4|: # Clawl Canvas A\IF4 3t

X Clawl 2 —Z AW F ok E& &, ZNE T OpenClaw A £ X & 015
Tt R A, 7E LB HH A F 8 OpenClaw 4 1 77 7 & 15 £ # Canvas A
iF %3t JsiF (ZDI-CAN-29311) .
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ZDI-CAN-29311: OpenClaw Canvas Authentication
Bypass Vulnerability

( High ) steipete published GHSA-vvjh-f6p9-5vcf on Feb 21

Package Affected versions Patched versions Severity
[@ openclaw (npm) <= 2026.2.17 >=2026.2.19 (High)

CVEID
Description

No known CVE

ZDI-CAN-29311: OpenClaw Canvas Authentication Bypass Vulnerability

Weaknesses
—-CVSS » CWE-291
7.4: AV:N/AC:H/PR:N/UIN/S:U/C:H/I:H/A:N
Credits
== ABSTRACT -----mmmmmmmmmmmm oo oo zdi-disclosures Reporter

Trend Micro's Zero Day Initiative has identified a vulnerability affecting the following products:
OpenClaw - OpenClaw

-- VULNERABILITY DETAILS --------mmmmmmmemmmmeeee

4-1 %t Claw! 727E ZDI-CAN-29311 |HR A

% IR IFJR T authorizeCanvasRequest B4  IP #o it 89 A iE BB ALH S G, 4
WebSocket %/ 3 & T A& IP HALIAIE /5, FTH & B1% IP #9548 HTTP iF k47
2 WA T Canvas 77 B IR, TWAFHATRIN HMRIE. EFENE, XE#
I 3 3 13 R 3 3k (X-Forwarded-For) 83T IAE, # T LLRBAH 7 X = H &
MERGL. ZIRIFE T 24K T OpenClaw & £ K& # oy 6tfE, T It 2 & E17 At
REFIHEHRZCBEMRA, FEAF AT ERZG AR,

BRTWMEFRENTATRE LisR&B RN 24 F 5 5 200 IR IFEEH © A
5] LA, an RAT A 7= do % OpenClaw 34T 7 2 v K & = fl, E I FMARL T aE
FINFAEEAM, XE—RBELH#H-FRRT ZAT W,
D B ERMYRIRNKTEY K

#i 42t 3 OpenClaw B9 7= @ E R FAZ O aE R Fl BE, A T 2257 %1 v
THE R, KB REEY RIS O, BAR XA EE &R
APFATIE, EERZLRITLTRAE RS FE, FELZ2RE,
£ 1: % Claw2 S0 R E S5 &

R Claw2 EH T E TR T W 54 B o B E 8 (browser-agent) , f£
Agent EH BT RIEWN TN AT, ZARNFURRGEARZATHEZET

16
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R EAH] WebSocket 3 0, 5 BUE R S8 0T 29 7] % Fe AR 2 AT B0 0 4R

\ @ sumEEnm
\ )
A
| HRAARERED
e g % : g y HemEaR
§Claw2 [
ey : MCP Server L] FRYRAR 533
‘ @ ‘ ) ® (REAR)
K& MCP Client MCP ¥ S TAmmsEE | WebSocket ER & WebSocket 3£ p—
® (SSE + Stdio) (@TT3EM) e (@M RS IED
B > = > «------ >
wen: ‘ e e R
. Efn/mt * IAEHSER - HRWER i
- BEEE \ - R . iR . TR
- IRER - ERR (E) . GREE
‘ - GRES L A
| ) | @ memn
e Y o)
0 v
' S 5.
AFFAAMIETE, b HClaw2HEER
L Ry
kR ST IR
@ Claw2 #2383 MCP X (SSE + Stdio) 5 MCP Server i#{l BE5&ER ! e
@ MCP Server ifiit WebSocket 5e4E% P ilil{8 CRINR/ ML/ R/ - EARBHE
@ PHEBPUHET WebSocket 5 MRS BN HItES « EAREEEN
@ HEBIEETEEERZBMSIESD (RER) - / - STAXE
© EFH—SRTNTB/ATRRRE 7S
| ® mene
(3B
TR R AR smmm | wassme O mmngns
HATENLIRIE
<€ - » MCP #HGEE (SSE + Stdio) < - » WebSocket ifif§ (£RTI) == > EH/ENERE - - > EBE (RE/BANE)

42 Claw2 SMRE B AR M 28 RIRE
EWFET, REZXZFFAFHELZEMNT, WA#ET fetch API % $ 4
Mg, RHEBEIABRER Claw2 B 38957 W28 77 5 48 = 4t hitp://127.0.0.1:<
port>/get_token , BUF %5 Bl Token, 1% Token /& %2 7] #t — # F T 48 % A F i\,
HHEE R L EERE, SRS ENKS BEE A ZRENRAREET
48 B ) T 2R 45 4 o BB R 3 13 4 1 AT I M 0 B R IR AR TR AR B, B AR TR
RAEATAEAMK RS H TN T AT FIRE.
£H2: ¥ Claw3 5| A\ WWHEF 4 5 Web Search SKILL &k [
F Claw3 & OpenClaw #y % a4t _F# /M2 H € £ #y Skill DL in Agent /877, H
FAH R - Skill Cemail-skill) = B T 3 M £ 3 &8 A o B 4 [ 48 & AR 04T 3208, &K
HTEA R LR T AR EFRAMGLNERERE, BERARETHATER,
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// Download attachments from email

const filePath = path.join(outputDir, attachment.filename);

fs.writeFileSync(filePath, attachment.content);

X BN RTINS, EERFETH

& 4-3 K Claw3 HEFE skill BRFMAXKRE
tesh, H A E web_search T G 32 4T B BR A B E £ A W 8923 3w 0, %
REFF 7E 451X #Y CORS B E F BUA KRR AR B AR BIE, ERAGETEILTE
P T ik & web_search 1€ R A XA B R E ZREE

// CORS for localhost only

this.app.use((req, res, next) => {
res.header('Access-Control-Allow-Origin', 'http://127.0.0.1:*');
res.header('Access-Control-Allow-Methods', 'GET, POST, DELETE');
res.header('Access-Control-Allow-Headers', 'Content-Type');
next();

ij;Request logging &
y FEZMPDCORSSK, 1BARIRBUNIR, ZsithPREIKRL

4-4 % Claw3 web_search HX B
UERGIRTRT “hatsl N7 EXWABRAE: —RFABELERT fBER
AT, O EEREETRFTNKIGTE. E 115 OpenClaw 7 £ Hy
%, MEFUFHEERE, MR T EERNFHEEE,
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4.3 /&

OpenClaw B ZAREEMAR THYT ROTEY, ZRILHADHNL S0
BB R EZCH S ARG 2 IRE, SR ST ERBENMREED,
EEFETTE P EERXFAFMELER . KA 50845,
FEATAF B E RN R EHETREETE B &2,

R—IRETT SR AR L2 EE Im oy LR % E KR EM BT
AR LN MR R E TR T, BARB T T RENGEEREET
ERREH RO EL, BTV AR GEANRBT #, SRR EBA
REWERRE, HTANRERM G 2, WENERNA IR ARG, K
RRES A R R TR HER .
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E. FFEEFNZ LI

RAETHEETRAEERFS RN KT L, #HoIAX# kBRI OpenClaw
MAZ RN B AT I EN, XEFEEBE B TUAESR, 48 L5
o, AREEESHRFRURET . NRBHENAEE, XM X
AMTHMEFTSLEHIM T LT ERAN EEEEEL,

SRTT, WU R E 44 . RATEA 360 RSB L s fhat £ ML FF X 8
FR#ATTREELLFIH. EHRERANEXZRBERE. BXHHER
BBREAIBHWEBRERS, RAKATRUFEFRNZLFA,

FIHEREA, MBRERDEFAEZEHKRRAERNG, K& 5EIEHN
ZARREEZETERNET: —RRERTEAMRRHMEGHEEXNEINL;
=R N HRANR A SR T TR T s AL, AT E 2 R R TRk S B R R A S
FEREZ, BRAFETHNFTREAND,

51 RirRXEEHWHREHES

TR 8 # = d E S AL LKA EE T 5 OpenClaw 48 B By £ Al 2, Bl #&
FARMPATIR S AFE LML ERE, BERENRARBRREEIURIH
ZRBIMZE X REREMBERFIET RALTRER N B AR X 4
SR E R T,

LUFRERRX —EEFNETEEE 2B 2R ER, 52 A8 H
T R A AV e 2 1T, £ OpenClaw 5 4% 1R 7l H By #L AL R R A =,
RABFHAEAERLER ZLoMTEFHN G XBRT — MR IEEE,
Bl 45 77 R A R BG R T ok 40 3 oy 2 A (R VR M 5| K RO IR R B 2 I B BN AR R B R B
THER, REASRTHEMAUNZ LT EX,

AT B ARV A R A A S M RS, FATUAIT IR B A Claw O ) #4775 By
AHT. BIE HER O HEFHMATE E, HEEIT OpenClaw 7 £ F It
Yy S R IR R
E31R
1. SAEERAZE L SSRF R
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Agent T AT E 5B LA T E R ARSI P LIF K, o o 7 #2835 1 79 20
%% % URL, ZFTH K &L pg £ 2 2 9 F. 4 OpenClaw & Jfj %
LFEH (40 GHSA-8cp7-tp8r-mg77 % % it &2 /n4) , FTIEE K E 5= IPvo
2| IPv4 T E RIS HAE R, AT BR S &miF kW& (SSRF) B ZHIH% A
Lk,

FEEH Clawd FIHER T X —BH. REARDEZLETS, FAFRHER
AT AR A Fo A B A A I B, R ERIRT MR REN . REE
X A 3 K AL http://[:fff:127.0.0.1] BiEK, B EER LA NAMAE,
Agent [ 35 4T TR 58 00 A ER B B 0 & R 5 Bk

_BLOCKED_NETWORKS = [
ipaddress.ip_network("0.0.0.0/8")
ipaddress.ip_network("10.0.0.0/8"),
ipaddress.ip_network("100.64.0.0/10"), # carrier-grade NAT
ipaddress.ip_network("127.0.0.0/8"),
ipaddress.ip_network("169.254.0.0/16" ), # link-local / cloud metadata
ipaddress.ip_network("172.16.0.0/12"),
ipaddress.ip_network("192.168.0.0/16"),
ipaddress.ip_network("::1/128"),
ipaddress.ip_network("fcoo::/7"), x unique local
ipaddress.ip_network("fe80::/10"), t link-local vé6

= re.compile(r"https?://["\s\"' ;| <]+", re.IGNORECASE)

def _is private(addr: ipaddress.IPv4Address ipaddress.IPv6Address) — bool:
return any(addr in net for net in _BLOCKED_NETWORKS)

B 5-1 FRREH Clawd AR 1P HXRBSH
2. SNEMRRESHREFRRE

XF LA BT G BN RN Y Claw K= BWIRERE ., A,
B F 5 AN R B A i T S N B 2% E . OpenClaw ¥ [F %k
XA EE K 8 media KA XL HATIHIR, FREEFR, FAEEREXHIER
JiE (%85 GHSA-fopf-dgjx-c94r) .

TR B Claws LB 4 F 6 F 2 M AWML LI+, RATRNE] T K0
MZAR M., RAEEVHEAMME, KX XHEIAT BN FHATEHRER,
BEHBERTT XEBERHERE, 0H 52 fir, AEFEI CHLEHH
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BReks 7 GBS, B M Claws R 2 TIEE KIRF, ¥ XHEE
ENEERGNEREREFXF, WA= Claws FfrEe THEH X,

) 9 4 = | INFO | - starting feishu channel...
" w 2 ® 9 | INFO | 5 = - Qutbound dispatcher started
e | INFO | E ¢ - Feilshu bot started with WebSocket long connection
jce?  Try one of these browsers X | INFO | : : - No public IP required - using WebSocket to receive d
[Lark] [20626-83-27 11:22:37,857] [INFO] connected to wss://msg-frontier.feishu.cn/ws/v2?fpid=4938aid=5525648device_id=762177
test ST a@G v 6 d8f4042b4bdb38e350bf83a596&service_1d=33554678&ticket=0baedbed-d31d-4a63-8260-da5cbf19703d [conn_id=7621776587027360702]
- b . connected to ws frontier.feishu.cn/ws/v2?fpid=493&aid=552564adevice_1d=762177058702734
O cChat File + 4bdb3se350bfa3a596&service_id=33554678&ticket=0baedbe4-d31d-4a63-8260-da5cbf19763d [conn_ 02]
| : : -
f - wofuf .fpWhtest.txt | | : . -
G L
| INFO | E : - Processing message from feishu:ou_25fef16eb474
/.. /.. [pwntest.txt]
o test | g
o | INFO | : - Response to feishu:ou_25fefi6ebd7494dSe3cae3dd
</-[-fpwntest.txt s contexts
a L - Current Time: 2026-03-27 ©3:22 (Friday) (UTC, UTC+00:00)
- Channel: feishu
- Chat ID: o...
[§
.[../pwntest.txt
G L
i | test pwn@Ubuntu: ~
‘ -/./.-fpwntest.txt
a oL pwntest, txt
i | test
G L
1 test ¥ 1new message

5-2 FREHH Claws ¥ PLMBEFHR R
TR, RZ ZAGEFHAANRGES, RLA UL ARNZ2REE
TR ks REEH,

7z
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5.2 FrEeymwEEg o

AT AR AR L IRE AR, BoTREH "R EET RGE, 43X
BHEHARIINT AW R L mENH . R HNEREEA TN RER
%o K1, RALLTRNERNERH, EALLNEEE mE 21 # 44
VRO TE:AE- 2Ny C I

EHRZARBRMEENEEF R LR, REFHNTHEBEER X EE
—HNEERE. FRHF A REERMTRENERAN, REES R AHME
R RE (I RRAT . XHBE) MR EF A RITHE. XFEREAFATRA
TAELWNG, RUEEAWERRERN T AFNKEANL,

26 1: MENRBLIRWHRTE

JFIR Claw6 & —HEfl Rust w5, T REHEFENaF AIBE., H T A
BRI TG, EFAFRBT R EhEE FE R, 7N
T AT AL T A 5 A5 FAE A& AL .

Claw6 # & T A PIE, 2 &% 3 AT HFINIEH APL 3 &, H o /api/pair # 1F
Jl B R AE Claw6 /B o0 i A= ik B B % A5 5K £ % /5 8% 89 18 K A IE Token, 1% BC % 25 3
[E #1[0, 1000000), 77 K FACE KRG BEBEHA T 8. & 8 BT A A2 8 B0
FERFEFOAE, RAERSFHEMLE T PRE KR, 2 ERTTHEN
B P AT E R

ENFREZIN, RFH5m AR BT 5 o 09 — R 95, R HTTP i kL &
B X-Forwarded-For ¥ &, T K% & J& B ¥ F 52 Socket IP #ATER AR 0o X A
REW AR E A E S E T A HTTP & KL EN £ N E P 3%
TER NGRS, BRRRRENGHITEEE, ANTRREEH
Token, &84 5 % L & AT 44

THEERT RIEMEIRG, £ 8 X W a8 I 49 74 3 18 4 3 3k Token 18 :
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5-4 Clawé iEid Token R IFAXif[E] WebU |

BEHRERNE, B THARNEETIEAKE T AEIRE T 535 W T AL B4
E W 48 KK RE A, R B £ B B B B AR WUIR R T 19 R 43 8 A Ak X
JFt B it o
262 ERAFEHNFANER

FFIR Claw7 B —#H ETHEABAAESTFANNMABET R, £ T AL
M=ZFy RAGHNSZLFMNH, AAXFHAAEHLRINT TN L2
2o B & A AT 400 A AR BB R R BT, X E AT IR I5 AR R A AT 5
BAFIH, UG EERREATHEZCL ST,

FAET, RA BTN L LA KRG A B W EER TR — 2. Claw?
AEANRRGET M TREIERUENESEG LEED RV HFEDEL
B E R, O AR R B B AT T ARl IR, AROR X X A AR
EHFITEE, JHH T UMAME G TRIATH AN Zip EHF @, BREEHEK
B0 A% Ffh, BEFLHUE Skill B & T# scripts/run.py X, AL
SkillScanner %2 # #L%|, 7 Skill # i fl Bt 4T £ B KA.

Wit A B 4 T TR
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£

active_skills/cron/scripts/run.py = "import os; os.system('calc.exe")"
—— POST /api/workspace/upload (multipart/form-data)

A\ 4

workspace.py: upload workspace() ]

— TCAHEE (BRiALT)

[— content-type {§E0fi@id (application/zip)

— SHRIGEE] validate zip data() — (UGEREESEE, &
—— extract and_merge zip() — shutil.copy2() EfEE= run.py

|

Agent 147 cron Skill

Python IREFHAATHEERT run.py

os.system('calc.exe’) = {FEHSHIT

5-5 Claw7 ;&= SKILL 25323 RCE RiEE

5.3 /&

FTREFMEERELZERENLSE, Ma NRYSHREEL. —FE,
ZRBRRIT R R, BANRBETRAT EMEETE ARG ENETE £
X, F—4E, RELRMANRRGHME, RiieBREREEENEEMNL
18 £ d 2B R BT

B, #32—F AW ERGA AR, TEEHNESRA WL 2HN,
LR B A T R P, AR LR R R E e LI G fE, TR b s
RMBATEENR N EL, WRZANF LW R Z A Y R EIRH,
AT e a EA, HLEMEANBEAENHREETERR.
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Ny RE

OpenClaw 4 A H9% & B #E, £ Al Agent 3 A M b A48 £ 15 TR % H B
—NGREZY ., TR E—REERW TR EEWTEE, MXNTAESBFE
FEBEERDT L. HEAE, LS eNEys, EEAFERARAE
VHEARAFLEB Al RAEER T ERENERA ST #. SHEAEEE
FUH R R ZHRBT AT NSRS EF K <R G e 4 FATARES,
HEAEENZABHBEOMERERT MARENWEAR, TS LZL AN
5 R SRR R R . WRIRIF SR R SEEREE, ER X —
PR R Pt P R B L SE A

T B HIRIFZRE G814 % OpenClaw & & 44 K 10 ZAT & 7= & W R B &1,
AR IR B A B 37 R R RS 2 e B ULRCTT IR B A 2R AR B R IR T Bk
BEANEE, ME YA Claw £ S HIEH E LM, & aAE B NRG F A2
MEFKEHE LA, YU E N EETRNIREREE EEM, AT
ZEBET, RAbLcRYRANLHEHY K. KREELWEFHGER L
SREIT K TR ARA, SPEFEHLEZ BT BT FHREH D, BE
ERERERDEHEH =&, CHERHERNKRERTEATNELEFEZZAT
7] 2% [] 74

T X FR B R A R R E R, RE AN T R S e AL S
BHFERRK. EXWKBERELR, BWEREM L H 7T AN B HBANE
ARG HH A f i, A NLE L TR RS A Sh b T TR B I B 403K, T AR
A= SR R R EIEEAN . MR, JTRE SEFRER
WABCHREE, PEEMBRIAR S, ARSI EGH TREN, TeH
BN % B4 B Agent R 4T T R B R Ao kK

ARE X TRFEZEE R ITERAMTENREASAHSE RN EHERE, T
RAEAM YR Claw £ S — KA T LAWK, EEENREE] ZHE BN
AEXRBEAIEMNENIRES L EHAXHE,
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